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Overview of neural network model steganography

Long Linghui, Wang Zichi’, Zhang Xinpeng
School of Communication and Information Engineering , Shanghai University ,Shanghai 200444, China

Abstract: In recent years, the number of neural network models has increased rapidly, and artificial intelligence technol-
ogy represented by neural networks has achieved great success in many application fields. Neural network models inher-
ently contain considerable redundant information. This redundancy creates favorable conditions for hiding confidential
data. Therefore, neural network models can be used as covers for covert communication. This new paradigm is called neu-
ral network model steganography (model steganography). The steganographer chooses the location where confidential infor-
mation is embedded in the model and uses a key to embed the confidential information into the model for transmission. The
receiver uses the shared key to extract the confidential information in the location where it is embedded. Model steganogra-
phy is used for covert communication without detection. In recent years, neural network model steganography technology
has made great progress. In practice, it can be applied in some scenarios, such as military defense or secret communica-
tion between intelligence agencies, embedding confidential information in the model training process or hiding secret tasks
in the model. In command distribution, the commander intends to send different commands to multiple officers, or mul-
tiple officers send different messages to the commander. Using model steganography allows transferring confidential infor-

mation without being detected. Meanwhile, by modifying model parameters, malicious developers can embed malicious
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software into the benign model, resulting in the loss of model users. Using neural network backdoor technology to poison
the target model enables performing different tasks defined by the attackers without the users’ knowledge. Technologies
related to model steganography include model watermarking and multimedia steganography based on a neural network
model. The model watermark takes the neural network as the protection object and embeds the digital watermark in the
model to protect the intellectual property rights of the model owner. The watermark information embedded in the model can
be extracted correctly without affecting the normal use of the cover model and without deliberately concealing the existence
of the watermark information. In addition, the embedding capacity can accommodate the watermark information, so there
is no need to pursue large capacity. Multimedia steganography based on a neural network model takes multimedia data as
covers and the neural network model as a tool for information embedding and extraction and uses the neural network in each
stage of embedding and extraction to embed confidential information in multimedia data. In terms of concealment, model
steganography has unique advantages compared with its related technologies. The steganography of the model is naturally
hidden. The model itself is a complex set of high-dimensional parameters, so a small number of parameter disturbances in
the model are difficult to detect. Model steganography is usually achieved by modifying redundant parameters, which will
not affect the function of the model. Regarding embedding capacity, model steganography has the potential of supercapac-
ity compared with its related technologies. Model steganography can use parameter redundancy to embed data, and the neu-
ral network has a large number of parameters, so it can embed substantial information even if the minimum proportion
parameters are modified. In accordance with the different strategies of model steganography, the existing methods can be
divided into three categories: model steganography based on training, modification, and backdoor technology. Most of the
results of model steganography are training-based model steganography. The main idea of training-based model steganogra-
phy is to embed confidential information in the process of the training model. In the hidden layer of the model, the sender
first selects the weight used to embed the confidential information and then embeds the confidential information into the
model under the key function through the training model. In the output layer, the model output is required to be as similar
as the confidential information as possible, and the model weight is constantly updated under the guidance of the confiden-
tial information. The basic idea of model steganography based on modification is to modify the model parameters to match
the confidential information to achieve the purpose of embedding confidential information. Malicious payloads can be
embedded without significantly affecting the model performance by replacing malware bytes or mapping model parameters
to hide malware in the model. At the sending end, malicious developers choose to modify the location of model parameters
to embed malicious software into the model. At the receiving end, they determine the location where the malicious software
is embedded in the model parameters, extract the malicious software, check the integrity, and run the malicious software.
Model steganography based on backdoor technology uses backdoor technology. Attackers bury backdoors in the model,
making the infected model behave normally in general. However, when the backdoor trigger is activated, the output of the
model will become the malicious target set by the attacker in advance. This method poisons the target model and can extract
additional information from the output of the model. For the analysis method of model steganalysis, on the basis of whether
the steganalyzer needs to master the internal details of the neural network model, current model steganalysis algorithms can
be classified as white and black box model steganalysis. White box model steganalysis means that the analyst has knowl-
edge and access rights to the internal structure and parameters of the model to detect and analyze the confidential informa-
tion hidden in the model. Black box model steganalysis treats the target model as a “black box”, without accessing its inter-
nal structure and weight parameter details, to detect and analyze whether the model contains secret. To review the latest
developments and trends, this study analyzes advanced methodologies in model steganography as follows: 1) it introduces
the purpose and goal of model steganography, as well as its basic concepts, evaluation indicators, and technology classifi-
cation. 2) The development status of model steganography is summarized and analyzed. 3) The advantages and disadvan-
tages are compared and evaluated. 4) The development trend of model steganography is explored.
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Fig. 1 General framework for neural network model steganography
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Fig. 3 Performance comparison of various schemes for embedding confidential information based on model training

((a) embedded capacity; (b) fidelity; (c) ability to resist Gaussian noise; (d) ability to resist uniform noise )



$£31%5/5E 18 /2026 £1 A

RIE, EFUH, K/ MENEERREHTHER

R B E DR B A b BRI, 7R 40 A 2 )
a R A R R A BB X 4% (single image gen-
erative adversarial network , SinGAN ) % > ZRAKE % Y
PopAii o SinGAN Hh 22904 i as A S 2H A, B2
A A 3 A R R AR SRR ARRAE A B B i
Il g O f DR A PR B A 5 U R — B &
IEJTTE SinGAN R 2y K 5l o A0 2 B4 S bl
5 PRI E A v B A o MR P e, g ]
S Mg P LSR5 R0 2 TP DG TR, DAL T 58 ol PR 4R B
PR NGRS U B B AL T 40O i ik
N AR A AR ) £ R 7 e i AR AL rh A
— UCHT I 1% 1, W RE S B ML IR . T AT
A i R R T 2% T S Ol R T T i R
W EUR AT LA 6] 1 U B 24> RIR il 2ot
BERIRIEARIG R L A2

TN GRAEHY AT LA B ADLE S B, 18
AT LR RS Y B3 — A AR R . A ER
SIFSE G LA I AR B R 42 Ok X X 2
Ti RIATI A

Guo %5 A (2021) #& H TrojanNet FE 2R | 2 HE 42 35
YN R R FH k28 X 45 B TR 25 e [ ) 2
AN THESS MR EAL 55 . BAR &l 1 2 7
SR IE A B ERAE AT ELIN S AR R 15 %
1 55 R BCTE 190 28 N7 L T 7 S 03 U3 1 ) 45 i
JEAE AR T N TR AT 55 R AT 55 (U k= &
B, AFLERRE 15 3 A0 5 B RL T PRAT H ALY AR
OYRAT S BALER AU AT TR . SER R, [
WAL G ATHE S R L A 32 815
Wi, MIAESCA BN LT, & B R A A 55
RIS — A FEPL AR, B Rl . fERE
W7, A P B T DA S S B B R A A
W £ RE f% A1 R0 58 BB AT 55, MERR R AR 4 1T 1 A
AT S5 YN LRI I 2

Guo 25 A (2022) #2 i —MESR , SRS 72—~ 1f
25 N 45 T [ IHAET I 8 AT 55 RIS 55 . ZERE LI
Rt RGE B A A U BEHLAE IS | 1E AT 55 1l ]
& GE (3 SURR A < I S, T B A T: 55 D) ek 445 o0 5%
8 EE RIS 2 2 % i, 25 3 L4 B AR i B B [
VICHE o 0 285 3 et /M B A R (IR A 55400 2 I
FHAT 554505 ) AL I 28 2500, Ta] I ORefS TR 8 4 55 0 1
REAAZ RO . SEH A5 RR Y], YA ER RN, 5
AT 55 TEA MR I IR AR S5 RO DL, T LB 24 A

5 B VERE AR R O MER I . S T AR S
SR BB AT 55 B, BRBUAE: 55 i v A M0 1%,
TIE BA BRGHAT: 55 TC 1 A

AR, A TS BRS MERE ok 2 1 56 IR
i 41 22 [ 2% (deep neural network , DNN) i 25 5 %
FHAREE 1 . T DNN (B S 7 385 A& WA
FELH BB AY < B G A (R A ) 0 265 RIS 235 A 1 (i
SIS o G I 26 LA 5 A A R s 2% 5 0 A Ry i
N A S BREAAR 5 i A 19X 246 D) A o 5 B A 2
MLE(EE . X THT DNN MRS %, & a1
TS T BB RN, BI04 A e B2 FRU: o X
SR T AR an el B %5 M A AR T DNN [ R
BT AR i 4 % 26 T R MR AT R 7 3 A 1Y

R TR — A, Wu 256N (2023 ) $2 H—Fh
28 T MR RS 1 I 265 B 7E $0F T R IKUAs Ak
55 19 DNN H 3% 5 B AL R 25 55 08 1 e A
P38 B Tt AR OB 1) T H . A2 51 U-Net
JA &, FE DNN AR AU v i ok 3 I A R A, 4ok
TORFEA L RAE R B H M . IR 1)
DNNBLHI AT LA T 3 RO R AT 55 B e A B
BN E G XS AL . 83 Y1125 DNN [R] i A 7ix 34
155, DNN 1) 2 BT 55 (BHRAAS b) HE 55 T £ i
AR HGE R . AEBE S U R v, #20ic 1 Sef
U S il & A5 5 — R A B 2R 47 DNN
SR I BT 2 R I R A 5 2% MR L& (S B . 1
AT fih % A5 5, DNN JG ik 1E B S0 42 Bt 72, A
T P LA G g A o 3K o P 286 P AR FRA T E 5 RIS
IS AAT: 55 (4 [RI B, B 8 e s TR, 38 e 1Y)
RS fib B A R PHA T B S AT 55 o

S AE R R 1% 07 € DNN AR i R A
P RS AL B A I BT 55 38 R B o I
o, BARBES A B RN, BRI EE R R,
AT PR3 e B4 B 2, I BE 8 B I 41 OB 2% 508l o 3
XTI, BB G 35 B v DNN X 7 (1) 65 e ik,
R 7E M A E L T, B (5 B REA SR A -
BEAh it B 43T, R O 2 e A SRR
B T L s DA I Y AT RE

Li % A (2023a) 3t —FPBa S 5 %8, i LUK T
L B ff A5 1) DNN LR R R B % DNN AL it
A BN PATH FLES 2% I AL 55 (1 DNN B AL o HLA
M5, B 20 i e 26 AN 8 6 T B 5 AT 45 B 2E X

53



54

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 31,No. 1,Jan. 2026

AT 55 AN L0 IR IR A VR A B U I A DT
FrFL % DNN AU TE R E AT 55 0T RE SR IG REs S5
8 A 55 A O P U8 4, 3 A LA DI i R rh e 1
B, AR AR 5 8 FUAT: 55 AH OC 19 U8 i & , PRIt DNN
FEANTHESS LRI E A @ S8R
W, K s 2% DININ AR HRY e A7 it 28 ) 245 A5 180 vpr | DA TG
4l 235 DNN B PR 2 B T 385 38 WL 4 27 2T A1 55 1
25 P 45 R | R ] R T R AL AR 2 S AT 55 o
AR , R A B GL, A e s A B i
Hp 2 R DNN AL, SEIG 25 R rde th i
BAEMREVE DR 255 MU TR I Jy T 1 2R 3
KA. b2 DNN 5 [ P BE 7 B A P 2% I LT 3%
A2 FNFE o B RIR A H AT 55 b 0Pk Rt (g
AT ELDERREIT N, Sy RENF
0. 2%, A5 M/ . SR, 5 ik BB RO AL 2%
i fish D 4%

Li %% N (2024b) 4t —Fh 24 ol g — Y B 5
W 4% (purified and unified steganographic network , PUS-
Net) 244 , PUSNet BEAE7E—1> DNN 52 v [a] fif B2t
T4 i % R A A 0 285, X AR S B rp B A . PUSNet
A 3R TAERL 51k W 25455 (PUSNet-P) b 2% 4
fith I 4% 5 X (PUSNet-E) F1 B 25 fif A ) 2% 455 =X
(PUSNet-D) . 443X 3 FpAsi =0, PUSNet AJ AR 1 iy
(F Sl HL AR > AT 55 B S A 55 2 Tl U4k, D) S R
BLEE A B R AR & . PUSNet B 44 8 ] 185 n] 72
AL A B AN T FE R, Ve fb N 45 40—
BRI | R A S G 1 ) R R AR 8 1 2
Az ol ) A R S ST R R R ) B R, D e & 4
B

7 58 Ak I 48 A AT 5l AL 28 2 2T AT 55
B, L B 5 26 L — 3K, A A S A
AR AT, DRI AT DDA 25 ol 1 R B 2 > A8
Y WS T Bk . AEPERE YT, B 4G, PUSNet il i3
i A T HECFE 1 7 2K, o 2B TR G e o 2%
ORI T B A SR TE R i A o, T8 i R AR
FR A5, AT LA ol 5 SRR ) R/ N A 28, IR
FE S PR 5 T, PUSNet BE #% X 470 7 57 A 5 38 78 350
o, B A I AL B M e B 4%, A ) AR
FratEH 22, T A UK E RSB . e S
3 P 2 AE LA 55 1 M RB LT — 2, & W PUS-
Net X Ma 7 B RUF i) &1, Ak, PUSNet 38 i
i AN L L ) K g A | i A s

AR T WA I 26, th JE Ik B AR A AR AT
P25 T PUSNet AERE R 57 U i T B2 4t o R,
H1 PUSNet fith & 119 fif A 0 265 30 4 7 Pl 450 2 P A2 1 12
BEMSAR T Li 258 A (2023a) #2195 25 .

FETF NGB RIS ik AR 8, 1k
e FLA S Rl AL 5 BRI ZRad B rp [ AR kA
BRI, S 8000 A 5 1 F AR, e LLE A ST
FRAEAGIN o A P it , o W s RIS 7R ol o) L
APLTIERE S o AR ZAAE T AR & 7 B
YILRBERY s HRi A B BN A it K 25 338
JE IR A 548 B T I
2.2 ETFEUHNERRES

FEFAE i IR AL B 5 () B A B ARUE: |l B ek
BRI SR, L S ML 5 BT EL, TS B i AL
HEMHEM

Song %8 A (2017) e e 2B MU R S H Ok i A
F2ETH B R 3P 1k : LSB ity  AH 5 (8 4 A AT
S Gl LSB St il i BB SR R S 80 e (A
R G A A28 A7 JEL 5 AF DG A Gt i o 1 R S0, o
RS ECG PR AR B Z 0] 5 A G 4555 Y i i o 1)
BSRNMTS B SH055 SIU%E BN 5 —
o PGB R TT K N B AT LA FH i 28 R 25 7 AR R
e ACHIE R o BRI, LT BN I Z AR TE T, AR
RIZH A 50 T2 0 BRI 2], Bl AN A2 o

WA TN G i SR g e,
S L S A TR S B AR TR v B B R Ok ]
DATEAS B 35 5 A AU BRI 1B 00 T, ik AR A &L
AT o AR B — AR K] 4 TR A
SRR 4 FAT GRETE RN DR S 26 il v PR AE A
RIS EL AL E TR % R A BB T 7
P , B 5 R 0 BT RL S8 P A BB
B PR IOH B A IR A S iRk g2
PR HM . FAEMR T HTBU AL E A
T PR LA

Liu 5% A (2020) £& 1} —F 4 4 StegoNet B J5 5%,
T UK M B B BB ZE DNN H 7 2P i 4 bt
T DNN FZR AT AFE AR < EF XA R 45 A9 DNN AL fifi
FH LSB 5 48 ; &1 X 55 B = 45 (9 DNN £ H %) 5504 31
Y5 AEMLST AT S WL, X BEH AR DNN 9454
e R B E R K SR K G B R A A 2
DNN A A o ] B O 47 55 80 1) 14 fiE , 78 30 58 1 45 A8
BT, 30 4 P HE A fih & StegoNet, $EIUH



$£31%5/F£18 /2026 £1 A

RIE, EFUH, K/ MENEERREHTHER

i

PRI B R BRURINSE AR B

K4 ZETRURBRIERS (LR A BRI R )

Fig. 4 Modifying-based model steganography (embedding malicious software as an example )

x4 ETELAHRNEERETENELLE

Table 4 Qualitative comparison of modified embedded malware methods
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Fig. 5 Model steganography based on backdoor technology
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Fig. 6 General framework for white-box analysis of model steganography
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