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Abstract: Objective With the rapid development of computer networks, digital images, as an important part of informa-
tion transmission, are also widely transmitted through the Internet. Digital images used in national administration, military
defense, commercial intelligence, and other fields may contain some sensitive private information. Therefore, during its
transmission, the security of an image must be considered. Chaotic systems are characterized by ergodicity, sensitivity to
initial conditions, and long-term unpredictability. Therefore, many scholars use these systems in designing image encryp-
tion algorithms. To resist chosen-plaintext attacks, most traditional image encryption algorithms based on the chaotic sys-
tem adopt symmetric encryption methods related to plaintext information in the process of key generation or encryption.
This kind of algorithm uses the same key to encrypt and decrypt information. Before transmission, the relevant key needs to

be transmitted to the receiver through a secret channel. This one-time pad mode means that the number of keys that need to
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be stored and transmitted increases along with the number and frequency of communications. These keys do not contain
information and are redundant data that bring unnecessary burden to users. In addition, the high-frequency transmission of
these keys can greatly increase the risk of exposing secret channels, thus leading to adverse effects. To solve these prob-
lems, this paper proposes a chaotic image encryption algorithm based on elliptic curve and adaptive DNA coding. Method
The proposed algorithm adopts the public key cryptosystem of an elliptic curve to make the communication parties reach the
key consensus without transmitting the secret private key. To reach the goal of the key consensus, the consensus element is
transformed into the initial values of the improved four-dimensional hyperchaotic Lorenz system and is then combined with
the four-dimensional hyperchaotic Lorenz system to generate the consensus chaotic key sequence for adaptive DNA coding
encryption. This encryption process embeds dynamic diffusion and adaptive permutation structures in the diffusion process
of DNA coding and decoding. The operation rules of dynamic diffusion are dynamically selected by a chaotic key sequence,
and the intermediate ciphertext state is fed back in the process. Adaptive permutation reveals the characteristics of the
intermediate ciphertext state, scrambles the chaotic key sequence, and then performs bit-level permutation. Therefore,
this algorithm can resist segmentation and chosen-plaintext attacks. At the same time, the intermediate ciphertext state in
the encryption process can be adaptively synchronized at the decryption end without additional transmission, thereby avoid-
ing the problem of key redundancy. Result Through the simulation of three test images of different sizes, this paper tests
and analyzes the security of the proposed algorithm in terms of key space, key sensitivity, adjacent pixel correlation, infor-
mation entropy, NIST randomness, number of pixels change rate (NPCR) , and unified averaged changed intensity
(UACID). Analysis results show that the key space of the algorithm reaches 2”°°, which is sufficient to resist an exhaustive
attack. The ciphertext image is extremely sensitive to the key, and a weak correlation is observed among the adjacent pixels
of the ciphertext image. The information entropy of the three ciphertexts are 7.997 5, 7.999 3, and 7. 999 8, which are
very close to the ideal value of 8. The proposed algorithm passes all 15 sub-tests of NIST SP800-22. The test results of
NPCR and UACI are also within the 0. 05 confidence interval, thereby suggesting that the proposed algorithm can resist sta-
tistical and differential attacks. This algorithm is also compared with some latest chaotic image encryption algorithms. The
relevant simulation tests and comparative analysis show that the chaotic image encryption algorithm has high practicability
and security. Conclusion The proposed algorithm combines the public key cryptosystem and the chaotic system of an ellip-
tic curve and improves the symmetric encryption model of the traditional chaotic image encryption algorithm into an asym-
metric encryption model. The special design of this algorithm solves the problem of key redundancy, greatly improves its
feasibility, and ensures its security. The security of this algorithm is verified by various experimental simulations, and the
results are compared with those of other algorithms. This algorithm is suitable for encrypting privacy gray images of various
sizes to ensure information and data security in the process of information communication.

Key words: image encryption; elliptic curve; hyperchaotic system; adaptive DNA coding; dynamic diffusion
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Fig. 2 Design of encryption algorithm
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Table 4 Algorithm running time

REAGRE &) T 8] /s figk 2 B I /s
5.1.09(256x256) 0.2518 0.3305
5.2.09(512x512) 1.0192 0.986 5
5.3.01(1 024x1 024) 4.2757 4.179 5
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Fig. 5 Key sensitivity analysis
((a) NBCR of images encrypted with different keys;
(b) NBCR of images decrypted with different keys )

3.2 MEIHWEDH
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Fig. 6 Distribution of adjacent pixel values ((a) horizontal adjacent pixel distribution of plaintext;

(b) vertical adjacent pixel distribution of plaintext; (¢) diagonal adjacent pixel distribution of plaintext; (d) horizontal adjacent pixel

distribution of ciphertext; (e) vertical adjacent pixel distribution of ciphertext; (f) diagonal adjacent pixel distribution of ciphertext)
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Table 5 Correlation analysis of adjacent pixels

EMG (RSHHE&R) AFEJT I M EH T KA
B 09371  0.8997  0.9069
5.1.09(256 x 256)
3 -0.0098  0.0067  0.0023
I 0.8703  0.9039 0.8020
5.2.09(512 x512)
Y -0.0016  0.0037 -0.0025
B3 09814 09770  0.966 4
5.3.01(1 024 x 1 024)
Y -0.0011 -0.0087  0.0037

3.2.2 HI KT
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Fig. 7 Histogram analysis

0

((a) plaintext and ciphertext of image 5. 1. 09;
(b) plaintext and ciphertext of image 5. 2. 09
(¢) plaintext and ciphertext of image 5. 3. 01)
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Table 6 Information entropy analysis

BB OS5 3) WIS BRI
5.1.09(256x256) 6.709 3 7.997 5
5.2.09(512x512) 6.9940 7.999 3
5.3.01(1024x1 024) 7.5237 7.999 8

3.3 MERBEDT
Z U & — M H B A R Xty = i it
A58 B SCIEMG Y 22 S 608 SRy sg ), ST B S0 S
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WOCZ I FR . 8 R 2 AL (number of pixels
change rate, NPCR) F14— V-8 {38 & (unified aver-
age changing intensity, UACT) J2& Il %5 5.5 2 75 RE
AT 22 70 Bt A B 4B bR . (R €, A1 C, 2
H PN U 57 26 (8 B SC MG A ] — 2% 41 fn 2
HEIY 30, EATH NPCR AT UACHE A h
S(i)
NPCR(C,.C,) = IT X 100%
1 C(i)=Cyi)
0 C,(i)=C,(1)

(22)
D(i) =

)C) - 6.(0)]
UACE = =55 N

Kb, NERRER R R B, C (1) Fom BUREE i MR
RIEFEAE, D () g EUR S MR E R —
K. R4 2 L ATHINPCR 5 UACI 43514831 1 B 3¢
(R N2 S T S 01 28 SC I AR 2R AR AR LA S AR £k
FRBE | S e T 0 B3 6 B SC A AR . AR Hua
2N (2019) 45 Hi 1y J KSR 0. 05 B RS ] /)N
EIZH NPCR 5 UACI Y B A5 X 0], R 7 5K 841 1)
3 HEI 4 19 NPCR 5 UACT I ZE 47 5 X
] P, B A SO R A R 25 S ek .

x 100% (23)

%7 NPCRAIKXLER
Table 7 NPCR test results

REIONRVICE ) NPCR/% B X /%
5.1.09(256 x 256) 99.612 4 [99.569 3,100]
5.2.09(512x512) 99.615 5 [99.589 3,100]
5.3.01(1024 % 1024) 99.621 [99.599 4,100]

*8 UACIMXER
Table 8 UACI test results

EUG (RS HE 3 UACI/% B A X /%
5.1.09(256 x 256) 334528  [33.2824,33.644 7]
5.2.09(512x512) 334739  [33.3730,33.554 1]
53.01(1024x1024) 334583  [33.4183,33.508 8]

3.4 NIST FEHUHENLK

NIST SP800-22 2 Il 5 5 4l )37 5] biti A1L 14 1) B o
i . d AR SCE 6 USC-SIPI“Miscellaneous” 5
“Aerials” FHE B 4L 01T N % , SR 5 24~ %5 SC A

18 PSR PP 0 i A AT RE AL, SE s,
NIST 3 T 100 /> 1 000 000 {37 FY —Z& il %1 .
FATAT ISR A P-value /N T 0. 000 1, TITA 7 15 %71
BEHLIE A IS LF (Wang 25 ,2015) . 6 941 1 T Wt 2%
oo ARSCREELE T A BT, X AR SO
AT 2 1 8 SCEMGEA R R BRI o

9 NIST REHLHEMNR
Table 9 NIST randomness test

BEATL A 0 38

Frequency (Monobit) Test

P-value ZE R

0.719 747  Pass

Frequency Tesr within a Block 0.122 325  Pass

0.606 177  Pass

Cumulative Sums (Cusum) Test*

Runs Test 0.935716 Pass

Long Runs of Ones in a Block Test 0.867 692 Pass

Binary Matrix Rank Test 0.289 667  Pass

0.419 021 Pass

Discrete Fourier Transform (Spectral) Test
Non-overlapping Templates Matching Test* 0.517 279 4 Pass

Overlapping Templates Matching Test 0.202 268  Pass

0.202 268  Pass

Maurers Universal Statisitcal Test

Approximate Entropy Test(m=10) 0.991 468  Pass

0.538 184  Pass

Random Excursions Test*

0.455 294 667 Pass

Random Excursions Variant Test*

Serial Test* (m=10) 0.3522615 Pass

Linear Complexity Test 0.911413  Pass

T BRI = N GEHE, P-value AFRISGETHER
fiEs pass FARiE i I, m F7m iz TIPSR RE o

3.5 X554

i FH A SCE 00 B Lena 4T 0% 5 14 R
1, IF5 AR A T X L, HAR Sk A4S
R EL A AR B8 SCH 51T, R FE S5 R a3k 10 Jie
7, e ATRUEE R, A AE AR BB AR S B
A PERE 22 S B/ TR AR BR -5 HU 22 70 Bl e 7
], A SCE AR RE AL ST, R WIASCE B A AP Y
LAt

AR SO R AR X AR 58 B A2 il 5 0 Rk 07 5
R B P B T A TR b 2 HBOKT 80P X A ] A fek g
o 5 TG0 [ 9 S ALE  [R] AR AL 808 A PR AL B 2 [l ]
VIR S5 2 M0l , it 1 0 910 A B K )
R [R] I 4] 22 A e R AT BIOR B . X RS
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Table 10 Results comparison with other algorithms

(ER7 PSR SR NPCR/% UACI/%
K- IE X

AR3L -0.0059 -0.005 6 -0.000 4 7.997 5 99.617 0 33.472 6
Wang % A (2019) -0.003 1 0.008 4 -0.000 7 7.997 1 99.601 6 33.473 5
Xu%§ A (2019) -0.0015 0.004 1 0.006 9 7.993 5 99.609 8 33.469 7
Ge F1Ye(2019) 0.002 0 -0.002 9 -0.008 3 7.997 2 99.610 0 33.490 0
V) S5 X (2020) 0.001 8 0.0010 0.001 4 / 99.609 3 33.463 4
Kaur % A (2020) -0.000 6 -0.005 7 0.000 9 7.993 8 99.600 6 34.637 9
He % A (2021) 0.001 3 0.000 2 0.003 3 7.997 2 99.610 0 33.460 0
Roy % A (2021) -0.001 7 -0.000 9 -0.0019 / 96.594 0 32.886 0
AR SCPAE N (2022) 0.003 4 -0.009 0 -0.009 2 7.996 6 99.606 6 33.442 5
X045 N (2022) 0.004 8 0.003 3 0.001 6 7.997 3 99.650 0 33.490 0

TE TR ER IR B R AR A5 R, 7 s SRR S [R5 Lena AL IS5 R
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