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Halftone information hiding technology of microstructure dot

Ren Longfei, Guo Linghua , Wang Yin, Zhang Wenwen
1. College of Light Industry and Energy, Shaanxi University of Science & Technology, Xi'an 710021, China;
2. Shaanxi Province Key Laboratories of Papermaking Technology and Specialty Paper, Xi'an 710021, China

Abstract: Objective The artistic dot which has microscopic security features is designed based on threshold matrices
screening method, then the hidden information is loaded into the plate incorporating microstructure dots using halftone infor-
mation hiding technology, and research its potential application value. Method Halftone processing to get halftone images,
the plate loaded hidden information is screened by a modified threshold matrix. Then, the information is embedded into the
plate incorporating microstructure dots, when the revealing layer with matching parameters is superposed on it the hidden
information can be realized, and the quality of information hiding and extraction is evaluated. Result Through the informa-
tion hiding and extraction experiment, the subjective visual evaluation results show that the information hiding effect on mi-
crostructure dot achieved good visual performance both in single channel and multiple channels. The same conclusion was
obtained by quantitative evaluation, which reached over 0. 995 of SSIM. Furthermore, information extracting achieved a

clear and complete effect. Conclusion The security standard, efficiency, and added value of print and package products are
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improved with nearly no increase in cost. In particular, the proposed technique has extensive application prospects and val-

ue in the counterfeiting of security documents, such as banknotes, checks, certificates, and travel documents, as well as in

valuable products, such as the packages of electronic image publishing products, medical drugs, and food products.

Key words: halftone ; threshold matrix; micro-structure dot; information hiding; anti-counterfeiting
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Fig. 5 Effect comparison of text and image information hiding ( (a) general dot in magenta plate;

(b) microstructure dot in magenta plate; (c¢) general dot; (d) microstructure dot)
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(¢) explicit text information; (d) explicit image information )

4) i EAfr o BNV b R DA SR S
MBIV 7k o EPPH RS B RO IR
AR BERCOCR 22 H A 0 ) A BRUECICR B, A
BIEETE o AERAR LB A RO DT RPN, X A
PN AEYSEEp VNS S PSR EAN LN SPOpI PN
BB 7 S5 IS AR 2% GRS I 1 P14 A
BREPET 5 B RGBSR PN A5 R ISR 1 TR .

x1 BEBEHBUEEL(SSIM)

Table 1 Image structure similarity index

LEF AT LA L 45 %0 SSIM

El4 3 TLZEAE M

15 . B EEsYGE

i 21 W B S5 0.986 6 0.986 8
LSRN A =S 0.996 4 0.9972
i £ R B R A B 0.993 3 0.9959
AR B A5 B 0.996 9 0.998 1

5) et B $ HEBREE AR N R Y 05 3 R S
5 A e DX SO JEE AR I 1) P s e, et T R R
N T3 T AL B AR R e — B R RO
LS R D) | NS A SR L N LS E rsteoti=9i | -
LA WA b 7 3] B e 28 A P 4 vy 2 1 15 A ST
7, WERACRANIE 6 Frn , 4R R RO T HAE A
PG Z 18] B RN 7 1) R B AT — AN DE BE At o vk
FFBLRRE B

6) FEFT E[IAL AL ALL B il b3 I A BEUR AR S P
EHCRIE IR BB, VR E S B B A
R S A BRI IR,
2.2 XWHAMEER

BTN HRAN S PO 0 D I PR AR, 107 FHRR 2 19
I (L REL 0 iy £ RSO IR, e HE 1) i B AT RO Y A
BRI RSB DA H A o AR R R A RSB

© h H R BT A R R A7



1009

$21%5 /5811 /2016 8 B F7S, SR, £, KEE / MENNSREERESIREREA
. ARBLSE FLBEULAEAT (1 RO R ST BRI M AR BRI, 2014, 31(2): 203207,
%7&” Ef'j{ B%ﬁﬁﬁxi%%'ﬁﬁﬁ?ﬂ: LA [ DOIL: 10.3969/j. issn. 1673-6338.2014. 02. 022 ]
. e . [3] Gong Y, Zhang Y X, Wang K. Anti-counterfeiting of micro-
E/‘J Kﬁﬁﬁﬁ% ’ EK%\.% ﬁj}ik@b ﬂ:‘ﬂ ﬁ#ﬁu °© HZSUL E](J }JLEL structure screens [ J |. Packaging Engineering, 2008, 29 (3):
HORF IS R AL AR 2 e B AR o, 6263, 68. [ FEIE, b, THL. I Db ()],
SR O KL o e R L 5 Y T L (2 T, 2008, 29(3): 6263, 68. ] [ DOL: 10. 3969/].
g g ] m A S 1] issn. 1001-3563.2008. 03.020]
Fi H1:/j I—im\ ﬂﬁz{ﬂ - H/JgX)bT+%i %%B [:K = Hm‘ [4] XulJL, XuY C. Research of screening factor in amplitude mod-
E%m E/JQ %ET&J&:J: 1 IEE. j‘j I:‘,‘ l%' H AN *H ulation screening [ J ]. China Printing and Packaging Study,
e#L, L7|<I7 UG ARA RN, 7645 2 B i 2009, 1(6) : 2024, [k, HRokdte. 4R K0 b 50 (6 - F
RO 9 S AT SR B Sl I, A/ 3t ) Y S FELI] IR S 3B, 2009, 1(6) : 2024. ] [ DOL:
. 10.3969/j. issn. 1674-5752.2009. 06. 004 ]
e SO, R LAY T L :
iﬁ]%% )b%ﬁé/ TAI E'X e F/\géz/fn EEEF TLJ\ [ 5] Wan B. Research on key techniques of raster image processor
15@” Yﬁ%ﬁﬁ%ﬁgﬁﬁ%o E_XAE‘FHZFEA” Hjﬁ%%] 'L‘H E/‘JEF:‘@‘ software for print device[ D]. Xi’an: Xi Dian University, 2008.
1SR A 2 ORI I ) Lk 31 55 T LA [ 7. ATED B RIP BPECHEBORBIGEL D], 792 Pi%it
FIFERIAE AR TRHR:, 2008. ]
[ 6] Xu G L. Research on key technology of image hybrid halftoning
e A for color printing[ D]. Changsha; National University of Defense
3 A e Technology, 2010. [#[E K. #& El E5 3 521 G 1k 56
HEARPIE[D]. Kb EBREE AR, 2010. ]
ZlngE/Jmﬁ IE;EXT%? LJJHHH/JI—J mﬂ://{j( [ 7] Kang H R. Digital color halftoning[ C]//SPIE/IEEE Series on
}EH Iﬂﬁ%ﬁ%l& i%ﬁu_ﬂ‘ ,ﬁi I_J; “Z'K%' ﬁi}hﬁX}h E/‘J Imaging Science & Engineering. New York: IEEE Press, 1999
114-117.
L*Qﬁ%}?lﬁ%J I_J““):' U\ E/J Igjj’fjﬂ Bde:Ej’EJ\ Hﬁ $)b Ju [ 8] LiuZC. Research on information hiding algorithm based on half-
E‘J/TE‘EELEYﬁTiE L7k ] 5 \\HEEEE/J thﬁq:‘ B%ﬁiuﬁ{ tone screening[ D]. Beijing: Beijing Institute of Graphic Com-
B EIEFASE TR B T W AROCR . M E S munication, 2014. [ XUgEAIL 36 FF 8RR 15 K B
S . T A L P i £ BROREL DI, s L b, 2014
T S e e [9] LiuZ, Ren LY, Yang S W. Application of AM screening in grat-
“"‘ ° . - v H ing anti-counterfeit technology[ J]. Packaging Engineering, 2011,
FEH SO AR 19 I i, L 3 o S B T B A 32(21): 9093, [XIZL, FE5R X, #5mkh. ViR IR AR 16k
L IR P RS ELRIUACR . RS T 2 AT B RSERLL]. 0 T, 2011, 32(21) : 90.98,
\E%%m'fﬁﬁ* EPK%E/JJ—-—FH ﬁﬁﬁ_’fij‘f}ﬁ]ﬂ‘wj’ﬁ‘] [10] Goyal P, Gupta M, Staelin C, et al. Clustered-dot halftoning
with direct binary search[ J]. IEEE Transactions on Image Pro-
PRI T HEAFH BT OVROR , o ZA I 0 JH 1 cessing, 2013, 22(2) ; 473487. [ DOL; 10. 1109/TIP. 2012.
— P BRI BE A ] o AN 3G I A 2218821
E(J‘,‘%%FQ;}%T%E}M(%&&%E@ Igjj'ﬁﬂo Xj‘g}:f;fmﬁ [11] XuJL, YANXF, CHEN S M. A rational tangent halftoning al-
ii_&'— /‘JEI] EU[‘%%H@%F&I @{%ﬁéﬁﬁﬁﬁﬁg E"J gorithm with a single threshold matrix[ C]//Proceedings of Inter-
national Conference on Computer Science and Software Engineer-
LA ERESC, QA S B R 2 fr i ing. Wuhan, Hubei: IEEE, 2008, 6: 181-184. [ DOI: 10.
AR TR AR O™ S AR T T 1109/CSSE. 2008. 1505
fzﬂﬂ E@ﬁ%‘ﬁ*ﬂﬁfﬁ%‘f R [12] Liu WX, Chen Y L, Yu H M, et al. Building method of clus-
tered dot threshold matrixes and its potential applications[ J].
Packaging Engineering, 2014, 35(15): 101-104, 112. [ X3¢
= y .
2% S0k (References) B, BAGH, TR, % R BT 7% B
TEN RS ], A TR, 2014, 35(15) ; 101-104, 112. ]
[1] Yao H G. Digital Printing[ M]. Beijing: China Light Industry [13] Wang Z, Bovik A C, Sheikh H R, et al. Image quality assess-
Press, 2010. [ WkigHR. F BRI A M]. dbag. pERZET ment; from error visibility to structural similarity [ J]. IEEE
AL, 2010. ] Transactions on Image Processing, 2004, 13 (4). 600-612.
[2] ZhouX, Shi RZ, SU Q, etal. A new image anti-counterfeiting [DOI; 10.1109/TIP. 2003. 819861 ]
technique based on artistic dot screening[ J]. Journal of Geomat- [14] Wang Z, Bovik A C. A universal image quality index[ J]. IEEE
ics Science and Technology, 2014, 31(2) . 203-207. [ J& Wi, Signal Processing Letters, 2002, 9 (3).: 81-84. [ DOI. 10.
S, TR, . —BRIET AR AN AR Bt AR 1109/97.995823 ]
©  [H & G B AR Ui A





